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3P and that 
ommuni
ation-optimal 3P algorithms 
an be implemented.We also show that, assuming that there is at least one in
orre
t pro
ess, Cis optimal not only for 3P but also for 3S and Ω. Finally, we propose two
ommuni
ation-optimal 3P algorithms that follow two di�erent approa
hesto 
ommuni
ate suspi
ions. One of them uses a one-to-all 
ommuni
ationpattern, while the other uses ex
lusively one-to-one 
ommuni
ation. A trade-o� results between dete
tion laten
y and sporadi
 
ommuni
ation overhead.Depending on the 
hara
teristi
s of the system, the most suitable aproa
h
an be followed.Key words: distributed algorithms, fault toleran
e, 
onsensus, partialsyn
hrony, unreliable failure dete
tors, 
ommuni
ation optimalityFootnotes:(1) In the algorithm in [21℄, for every pro
ess (
orre
t or faulty), the link
oming from its 
orre
t prede
essor in the ring is used permanently.(2) We assume that messages in
lude the identity of the sender and asequen
e number, whi
h make every message unique.(3) An optimization 
onsists in not relaying m to p, sender(m) andthe pro
ess q from whi
h m has been re
eived for the �rst time (if q 6=

sender(m)).(4) By equivalen
e, the reasoning regarding Ω applies to 3S too.(5) Here we informally use the terms nearest prede
essor (or nearest su
-
essor) of a pro
ess p to denote the �rst pro
ess pre
eding (or su

eeding) pfollowing the ring arrangement and �tting a parti
ular 
ondition.
2



1. Introdu
tion1.1. Ba
kground and Related WorkUnreliable failure dete
tors, proposed by Chandra and Toueg in [1℄, are ame
hanism providing (possibly in
orre
t) information about pro
ess failures.This me
hanism has been used to solve several problems in asyn
hronous
rash-prone distributed systems, in parti
ular the 
onsensus problem [2℄. A
lass of failure dete
tors is de�ned by a 
ompleteness property, whi
h 
har-a
terizes the failure dete
tor's 
apability of suspe
ting in
orre
t pro
esses,and by an a

ura
y property, whi
h restri
ts the mistakes the failure dete
-tor 
an make. More spe
i�
ally, Chandra and Toueg de�ned, among others,the following two 
ompleteness properties and two a

ura
y properties thata failure dete
tor may satisfy:
• Strong Completeness: eventually every pro
ess that 
rashes is perma-nently suspe
ted by every 
orre
t pro
ess.
• Weak Completeness: eventually every pro
ess that 
rashes is perma-nently suspe
ted by some 
orre
t pro
ess.
• Eventual Strong A

ura
y: there is a time after whi
h 
orre
t pro
essesare not suspe
ted by any 
orre
t pro
ess.
• Eventual Weak A

ura
y: there is a time after whi
h some 
orre
t pro-
ess is never suspe
ted by any 
orre
t pro
ess.The 
ombination of these properties gives us four 
lasses of failure dete
-tors, whi
h are shown in Table 1. Consensus 
an be solved using a failure3



Eventual Strong A

ura
y Eventual Weak A

ura
yStrong Completeness Eventually Perfe
t (3P) Eventually Strong (3S)Weak Completeness Eventually Quasi Perfe
t (3Q) Eventually Weak (3W)Table 1: Four 
lasses of failure dete
tors.dete
tor of any of those four 
lasses. In parti
ular, there is another failuredete
tor 
lass denoted Ω, that is equivalent to 3S and 3W, and has beenproved to be the weakest for solving 
onsensus [3℄. The Ω failure dete
tor
lass provides eventual agreement on a 
ommon and 
orre
t leader among allnon-faulty pro
esses in a system.Spe
i�
 algorithms for implementing Ω and/or 3S have been proposed,e.g. [4�15℄. Observe that 3P trivially satis�es the properties of 3S. Also,
3P 
an be easily transformed into Ω, e.g., by 
hoosing as leader the non-suspe
ted pro
ess with the lowest identi�er.Failure dete
tors of the 
lass 3P, being stri
tly stronger than Ω and
3S, 
an also be used to solve 
onsensus, providing better a

ura
y. Severalalgorithms implementing 3P have been proposed in the literature. The al-gorithm proposed by Chandra and Toueg in [1℄ uses a heartbeat me
hanismand all-to-all 
ommuni
ation to dete
t faulty pro
esses. The algorithms pro-posed by Aguilera et al. in [4℄ and by Larrea et al. in [16℄ use heartbeatstoo, and rely on a leader-based approa
h. On the other hand, the algorithmsproposed by Larrea et al. in [17, 18℄ use a polling �or query/reply� me
ha-nism on a ring arrangement of pro
esses. Roughly speaking, the leader-basedand the ring-based algorithms are more e�
ient than the all-to-all algorithmregarding the number of messages sent (linear vs. quadrati
). Observe alsothat, 
ompared to polling, the heartbeat me
hanism redu
es the number of4



messages to the half. Moreover, heartbeats inherently provide a 
ertain levelof 
ommuni
ation reliability in a system with fair lossy links, while pollingusually requires reliable 
ommuni
ation.Chandra and Toueg showed in [1℄ that 3Q 
an also be used to solve
onsensus. To do so, they �rst showed that 
lasses 3Q and 3P are equivalentfrom a problem solvability point of view, i.e., a problem whi
h is solvablewith 3P is also solvable with 3Q and vi
e versa. It is worth noting thatthe equivalen
e of 3Q and 3P does not 
ome for free, i.e., not all failuredete
tors in 3Q are in 3P. Instead, it means that any failure dete
tor in
3Q 
an be extended with a simple distributed algorithm to obtain a failuredete
tor in 3P.Sin
e 
onsensus 
annot be solved in 
rash-prone, pure asyn
hronous sys-tems [19℄, algorithms that implement failure dete
tors make some weak tim-ing assumptions. Spe
i�
ally, a partially syn
hronous model [1, 20℄ is 
on-sidered in this work. In su
h a model, in every run of the system, there arebounds on relative pro
ess speeds and on message transmission times, butthese bounds are not known and they hold only after some unknown but �-nite time. In pra
ti
e, the bounds depend on parameters su
h as the networkspeed or the size of the system, and hold easier in, for example, lo
al areanetworks than in wide area networks. A
tually, the bounds must exist andhold only for the links that 
onne
t 
orre
t pro
esses. Hen
e, it is importantto design failure dete
tion algorithms that use a low number of links, e.g.,by arranging the pro
esses in a logi
al ring topology.As shown re
ently in [21℄, algorithms for the 
lass 3P 
ombining aheartbeat-based dete
tion me
hanism on a logi
al ring arrangement of pro-5




esses outperform the aforementioned ones in terms of the number of linkspermanently used, while preserving good quality-of-servi
e. In this regard,algorithms in [21℄ are 
ommuni
ation-e�
ient following Aguilera et al. [4℄,i.e., eventually only n unidire
tional links 
arry messages forever. With re-gard to this performan
e measure, heartbeat-based ring algorithms outper-form other ring algorithms based on polling [17, 18℄ or algorithms using a
entralized 
ommuni
ation pattern [4, 16℄. By all means, algorithms usingan all-to-all 
ommuni
ation pattern, su
h as Chandra-Toueg's algorithm [1℄,are far from being 
ommuni
ation-e�
ient.Other failure dete
tion algorithms spe
i�
ally designed for wide area net-works, e.g. [22℄, are based on lo
al failure dete
tors that provide their prop-erties in a neighborhood of pro
esses (using all-to-all 
ommuni
ation insideea
h neighborhood), and propagate the information about suspi
ions amongneighborhoods. The advantage of a ring based approa
h is that, on
e thelogi
al ring is de�ned, neighborhoods are impli
it, and eventually involvejust two pro
esses for every 
orre
t pro
ess, i.e., its 
orre
t prede
essor and
orre
t su

essor in the ring.1.2. Implementing Failure Dete
torsObviously, an algorithm implementing a failure dete
tor of a given 
lassmust satisfy the properties de�ned for that 
lass. When implementing afailure dete
tor, besides satisfying the properties of the 
lass it belongs to,performan
e should be also taken into a

ount. In this work, we fo
us on thefollowing two performan
e issues:i) S
alability, to allow a failure dete
tor to be deployed in networks witha high number of nodes and/or heterogeneous links. A s
alable failure6



dete
tion algorithm should use a low number of links and avoid all-to-all
ommuni
ation patterns.ii) Quality-of-servi
e, involving several parameters, su
h as dete
tion la-ten
y or stabilization time [23℄, whi
h a�e
t the responsiveness of thesystem. For example, when a 
rashed pro
ess q is suspe
ted by a pro-
ess p, every 
orre
t pro
ess should be informed as soon as possible inorder to provide low dete
tion laten
ies. In this regard, a one-to-all
ommuni
ation pattern for suspi
ion propagation 
an be helpful. How-ever, when the suspi
ion is erroneous su
h a 
ommuni
ation pattern
ould be
ome a drawba
k, sin
e it propagates the erroneous suspi
ionin the system.Keeping in mind s
alability and quality-of-servi
e, we de�ne now a set ofinteresting properties for an algorithm that implements a failure dete
tor:Communi
ation e�
ien
y. In a 
ommuni
ation-e�
ient algorithm only
n unidire
tional links 
arry messages forever, being n the number ofpro
esses in the system [4℄. Observe that 
ommuni
ation e�
ien
yrefers to a permanent behavior that will hold eventually. In large sys-tems, 
ommuni
ation-e�
ient algorithms will be more s
alable thannon 
ommuni
ation-e�
ient algorithms.Low sporadi
 overhead. Besides the permanent 
ommuni
ation 
ost dueto periodi
 messages (also known as heartbeats), whi
h is addressed bythe previous 
ommuni
ation e�
ien
y property, an algorithm imple-menting a failure dete
tor 
an involve sporadi
 extra messages 
aused7



by failure suspi
ions, resulting in a peak overhead. There is a trade-o� in the way this sporadi
 tra�
 is managed. On the one hand, aone-to-one 
ommuni
ation pattern 
an be used (e.g., by using a logi
alring arrangement); this way 
ommuni
ation overhead is redu
ed and,hen
eforth, it provides better s
alability. On the other hand, one-to-all (or even all-to-all) 
ommuni
ation leads to provide low dete
tionlaten
ies.Communi
ation lo
ality. This property is two-folded. On the one hand,we will say that a failure dete
tion algorithm has periodi
 
ommuni
a-tion lo
ality when periodi
, permanent monitoring messages (i.e., heart-beats), are sent to some pro
ess(es) in the neighborhood of the senderpro
ess. Observe that a logi
al ring arrangement of pro
esses basedon proximity naturally provides this property. Similarly, we will saythat a failure dete
tion algorithm has sporadi
 
ommuni
ation lo
alitywhen messages sent as a 
onsequen
e of a suspi
ion are sent likely tosome pro
ess(es) in the neighborhood of the suspe
ting pro
ess. Again,trade-o�s should be 
onsidered between the good s
alability asso
iatedto 
ommuni
ation lo
ality, and the potential good quality-of-servi
eprovided by the use of one-to-all and all-to-all 
ommuni
ation patterns.1.3. Using Communi
ation-Optimal 3P to Solve ConsensusDespite 3S and Ω have been extensively used to solve 
onsensus [1, 24�27℄, we fo
us our work on implementing 
ommuni
ation-optimal failure de-te
tors of the 
lass 3P. As we will show, in a 
ommuni
ation-optimal 3Palgorithm only C unidire
tional links 
arry messages forever, being C the8



number of 
orre
t pro
esses. The 
hoi
e of 3P is mainly justi�ed by thefa
t that, as we will also show, 
ommuni
ation optimality is almost the samefor 3P, 3S and Ω, and a failure dete
tor of the 
lass 3P trivially imple-ments 3S and Ω. Hen
e, 
onsensus algorithms based on either 3S, Ω, oran equivalent leader ele
tion me
hanism, e.g. [16, 28�30℄, 
an also bene�t of
ommuni
ation-optimal implementations of 3P. Moreover, for 
ertain prob-lems [31℄ and 
onsensus proto
ols [32℄ failure dete
tor 3P, being strongerthan 3S and Ω, is required. Finally, failure dete
tors of the 
lass 3P aremore natural, in the sense that all the 
orre
t pro
esses 
an provide a pre
iseset 
omposed of ex
lusively 
rashed pro
esses, providing a better degree ofa

ura
y.
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(b)Figure 1: Links used permanently in (a) a 
ommuni
ation-e�
ient algorithm,and (b) a 
ommuni
ation-optimal algorithm.Figure 1 shows an example of the number of unidire
tional links usedpermanently for a system 
omposed of eight pro
esses, out of whi
h �veare 
orre
t, i.e., n = 8 and C = 5. Faulty pro
esses are represented by grey
ir
les. Observe that in a 
ommuni
ation-e�
ient algorithm, e.g. [21℄, n linksare used permanently,1 while in a 
ommuni
ation-optimal algorithm only C1In the algorithm in [21℄, for every pro
ess (
orre
t or faulty), the link 
oming from its9



links are used permanently, whi
h is optimal for implementing 3P.1.4. Summary of ContributionsThe 
ontributions of this paper are the following:1. We study the 
ommuni
ation e�
ien
y of implementing 3P in par-tially syn
hronous systems where pro
esses 
an fail by 
rashing, andintrodu
e the notion of 
ommuni
ation optimality.2. We show that the minimum number of unidire
tional links 
arryingmessages forever needed for an algorithm to provide the properties of
3P is C, i.e., the number of 
orre
t pro
esses in the system.3. We show that C is also minimal for Ω when at least one pro
ess 
rashes.Hen
e, 
ommuni
ation optimality is almost the same for 3P, 3S and
Ω, whi
h makes 
ommuni
ation-optimal 3P algorithms good 
andi-dates to be used in a 
onsensus algorithm.4. We show that 
ommuni
ation-optimal 3P algorithms 
an be imple-mented. More pre
isely, we propose two ring-based 
ommuni
ation-optimal 3P algorithms, one of them using a one-to-all 
ommuni
ationpattern for 
ommuni
ating suspi
ions, the other using ex
lusively aone-to-one 
ommuni
ation pattern.With respe
t to the 
ommuni
ation e�
ien
y property, the two approa
hesproposed in this paper lead to 
ommuni
ation-optimal 3P algorithms, i.e.,
orre
t prede
essor in the ring is used permanently.10



eventually only C links 
arry messages forever. Con
erning the sporadi
 over-head involved by a suspi
ion, the �rst algorithm has a higher overhead due tothe use of a reliable broad
ast 
ommuni
ation primitive, while the se
ond al-gorithm has a low overhead. Finally, regarding 
ommuni
ation lo
ality, the�rst algorithm has only periodi
 
ommuni
ation lo
ality, while the se
ondalgorithm has both periodi
 and sporadi
 
ommuni
ation lo
ality. In thisregard, our notion of neighborhood is dynami
 and related to the estimationof the 
orre
t prede
essor and su

essor of a pro
ess in the ring. Note thata

ording to the properties of 3P, the neighborhood of every 
orre
t pro-
ess will eventually stabilize. If the logi
al ring is arranged using proximity
riteria, e.g., the number of physi
al hops between 
onse
utive pro
esses ina wide area network, our se
ond algorithm minimizes the network tra�
,whi
h 
ould provide bene�ts in geographi
ally dispersed networks.1.5. RoadmapThe rest of the paper is organized as follows. In Se
tion 2, we des
ribethe system model 
onsidered in this work. In Se
tion 3, we show the 
om-muni
ation optimality results for 3P and Ω. In Se
tion 4, we give two
ommuni
ation-optimal 3P algorithms. In Se
tion 5, we analyze the perfor-man
e of the algorithms, and 
ompare them with previously proposed 3Palgorithms. Finally, Se
tion 6 
on
ludes the paper.2. System ModelWe 
onsider a distributed system 
omposed of a �nite set Π of n >

1 pro
esses, Π = {p1, p2, . . . , pn}, that 
ommuni
ate only by sending andre
eiving messages. We also use the alternative notation p, q, r, . . . to denote11



pro
esses. Every pair of pro
esses (p, q) is 
onne
ted by two unidire
tionaland reliable logi
al 
ommuni
ation links p→ q and q → p. This means thatpro
ess p 
an send a message to pro
ess q using a send primitive and vi
eversa. The de�nition of reliable link that we 
onsider is the following: if boththe sender and the re
eiver do not 
rash, then all messages that are sent areeventually re
eived. Reliable 
ommuni
ation is usually implemented usingretransmission te
hniques and a
knowledgment messages.Pro
esses 
an only fail by 
rashing, that is, by prematurely halting. More-over, 
rashes are permanent, i.e., 
rashed pro
esses do not re
over. In everyrun of the system we identify two 
omplementary subsets of Π: the subset ofpro
esses that do not fail, denoted correct, and the subset of pro
esses thatdo fail, denoted crashed. We use C to denote the number of 
orre
t pro
essesin the system in the run of interest, whi
h we assume is at least one, i.e.,
C = |correct| ≥ 1.We 
onsider that pro
esses are arranged in a logi
al ring. Without lossof generality, pro
ess pi is pre
eded by pro
ess pi−1, and followed by pro
ess
pi+1. As usual, p1 follows pn in the ring. In general, we will use the fun
tions
pred(p) and succ(p) respe
tively to denote the prede
essor and the su

essorof a pro
ess p in the ring.Con
erning timing assumptions, we 
onsider a partially syn
hronous model [1,20℄ whi
h stipulates that, in every run of the system, there are bounds onrelative pro
ess speeds and on message transmission times, but these boundsare not known and they hold only after some unknown but �nite time (
alledGST for Global Stabilization Time). The 
ommuni
ation links supportingthis behaviour are also 
alled eventually timely links [5℄. Our model is a
-12



tually a variant of the partial syn
hrony models of [1, 20℄. The di�eren
e isthat we assume reliable 
ommuni
ation links. Nevertheless, when presentingthe algorithms we will re�ne the minimal assumptions on 
ommuni
ationreliability and syn
hrony required by ea
h algorithm.Finally, in the algorithms presented in this paper we assume that a lo
al
lo
k that 
an measure real-time intervals is available to ea
h pro
ess. Clo
ksare not syn
hronized.Algorithm 1: Reliable Broad
ast by message di�usion.{ Every pro
ess p exe
utes the following }To exe
ute R-broad
ast(m):send m to all (in
luding p)R-deliver(m) o

urs as follows:when re
eive m for the �rst time doif sender(m) 6= p thensend m to allR-deliver(m)
2.1. Reliable Broad
astReliable Broad
ast is a 
ommuni
ation primitive for asyn
hronous sys-tems that we use in one of our algorithms. It guarantees that all 
orre
tpro
esses deliver the same set of messages. This set in
ludes at least all mes-sages broad
ast by 
orre
t pro
esses. Formally, Reliable Broad
ast is de�nedin terms of two primitives, R-broad
ast(m) and R-deliver(m), and satis�esthe following properties [33℄:
• Validity. If a 
orre
t pro
ess R-broad
asts a message m, then it even-tually R-delivers m. 13



• Agreement. If a 
orre
t pro
ess R-delivers a message m, then all 
orre
tpro
esses eventually R-deliver m.
• Uniform integrity. For any message m, every pro
ess R-delivers m atmost on
e, and only if m was previously R-broad
ast by sender(m).2Algorithm 1 presents a simple Reliable Broad
ast algorithm for asyn-
hronous systems with up to n − 1 
rash failures [1℄. Informally, when apro
ess re
eives a message for the �rst time, it relays the message to allpro
esses and then R-delivers it.33. On Communi
ation OptimalityIn this se
tion, we show that C, i.e., the number of 
orre
t pro
esses inthe system, is the minimum number of unidire
tional links 
arrying messagesforever needed for an algorithm to provide the properties of 3P. Then, weshow that, assuming that at least one pro
ess 
rashes, i.e., C < n, C is alsominimal for implementing Ω.4 Both results hold when there are at least two
orre
t pro
esses in the system, i.e., C ≥ 2.Theorem 1. C is the minimum number of unidire
tional links 
arrying mes-sages forever needed for an algorithm to provide the properties of 3P in a
rash-prone system.2We assume that messages in
lude the identity of the sender and a sequen
e number,whi
h make every message unique.3An optimization 
onsists in not relaying m to p, sender(m) and the pro
ess q fromwhi
h m has been re
eived for the �rst time (if q 6= sender(m)).4By equivalen
e, the reasoning regarding Ω applies to 3S too.14



Proof. Given a run R, observe that every pro
ess must periodi
ally in-form that it is still alive by sending a message, whi
h after every in
orre
tpro
ess has 
rashed gives us the minimum number of C unidire
tional links.Otherwise, if less than C unidire
tional links 
arry messages forever, there issome 
orre
t pro
ess p that eventually stops sending messages. Let t be thetime instant in whi
h p stops sending messages. Consider now another run
R′, identi
al to R until time t, and assume that p 
rashes at time t in R′.For any 
orre
t pro
ess q, if q does not eventually and permanently suspe
t
p, then the strong 
ompleteness property of 3P is violated. Hen
e, q willeventually and permanently suspe
t p in R′. Observe that both exe
utions
R and R′ are indistinguishable. Hen
e, in run R q will also eventually andpermanently suspe
t p, violating the eventual strong a

ura
y property of
3P.Theorem 2. If at least one pro
ess 
rashes, then C is the minimum numberof unidire
tional links 
arrying messages forever needed for an algorithm toprovide the property of Ω in a 
rash-prone system.Proof. The proof is by 
ontradi
tion. Assume that we have an implemen-tation of Ω in whi
h only C − 1 unidire
tional links 
arry messages forever.Observe that su
h an implementation will be possible only if 
orre
t pro-
esses are arranged in a tree topology, being the leader the root of the treeand propagating heartbeat messages �dire
tly or indire
tly� to the rest of
orre
t pro
esses. Consider a run R of the algorithm in whi
h C pro
essesare 
orre
t and let t be the time instant after whi
h only C −1 unidire
tionallinks 
arry messages forever. Consider now another run R′, identi
al to Runtil time t, and assume that a pro
ess q di�erent from the leader, whi
h is15




orre
t in R, 
rashes at time t in R′. Observe that both exe
utions R and R′are indistinguishable, and there is no way for the leader to know that q has
rashed, and hen
e it will not stop sending messages to q. Sin
e the numberof 
orre
t pro
esses in run R′ is C − 1, the algorithm should use only C − 2unidire
tional links to 
arry messages forever, whi
h 
ontradi
ts the fa
t thatthe leader will not stop sending messages to q.In [6℄, Aguilera et al. propose an algorithm implementing Ω su
h thateventually only f links 
arry messages forever, being f the maximum numberof pro
esses that 
an 
rash. They also show that in the 
rash-failure modelno algorithm using fewer than f links exists. Hen
e, if f = n− 1 (as in oursystem model), Ω 
an be implemented with n − 1 links 
arrying messagesforever, even if no pro
ess 
rashes, i.e., C = n. However, the algorithmof [6℄ uses always n− 1 links, independently of the a
tual number of 
orre
tpro
esses C. As we will see, the algorithms proposed in this paper, besidesimplementing 3P, dynami
ally adapt the number of links used forever tothe a
tual number of 
orre
t pro
esses.Similar results 
an be dedu
ed from the work by Fernández et al. in [9℄.They study the minimal system 
onditions to implement unreliable failuredete
tors, and fo
us on the set Reach of 
orre
t pro
esses that 
an rea
hall 
orre
t pro
esses via ex
lusively eventually timely links and other 
orre
tpro
esses. They show that 3P 
annot be implemented if Reach does not
ontain all the 
orre
t pro
esses. Similarly, they show that 3S (and hen
e Ω)
annot be implemented if Reach does not 
ontain at least one 
orre
t pro
ess.In both 
ases, the subgraph formed by 
orre
t pro
esses and eventually timelylinks in their system model must 
ontain at least C ar
s (e.g., in a ring16



topology), with C ≤ n − 1 if at least one pro
ess 
rashes. In terms of oursystem model, these ar
s 
orrespond to our C links 
arrying messages forever.4. Communi
ation-Optimal Implementations of 3PIn this se
tion, we introdu
e two di�erent approa
hes to the design of
ommuni
ation-optimal failure dete
tion algorithms implementing 3P. Theapproa
hes di�er in how failure suspi
ions are managed. The �rst one usesan eager strategy in order to get low dete
tion laten
ies. The se
ond oneis mu
h more 
onservative in order to have a low sporadi
 
ommuni
ationoverhead.The �rst approa
h is based in every pro
ess 
onsistently managing a lo
albalan
e of suspi
ions and refutations for any other pro
ess. When a pro
ess psuspe
ts another pro
ess q, p broad
asts a suspi
ion to every pro
ess, in
lud-ing q. If q has not failed, upon re
eption of that suspi
ion it will broad
astin the same way a refutation. Suspi
ions in
rement the 
orresponding bal-an
e, while refutations de
rement it. With this strategy, eventually every
orre
t pro
ess will permanently have a positive balan
e for every in
orre
tpro
ess, and a zero balan
e for every 
orre
t pro
ess. Observe that a reliablebroad
ast of suspi
ions and refutations is required in order to have 
onsistentbalan
es.The alternative approa
h to the global spread of suspi
ions and refuta-tions is to let a pro
ess to manage only suspi
ions in its neighborhood in thering. In this approa
h, a pro
ess p will be in 
harge of the dete
tion of in-
orre
t pro
esses between p's 
orre
t prede
essor in the ring and p. The ringarrangement is used to propagate information about failures, piggyba
ked on17



periodi
 heartbeat messages, to all pro
esses in a lazy way.4.1. An Algorithm Using Reliable Broad
astIn this se
tion, we propose a �rst 
ommuni
ation-optimal implementationof 3P that uses Reliable Broad
ast. In the algorithm, ea
h pro
ess sendsheartbeats to its su

essor in the ring, and monitors its prede
essor by hearingheartbeats from it. Algorithm 2 presents the algorithm in detail, whi
h uses a
Balancep variable for every pro
ess p, a

ounting suspi
ions and refutationsfor every pro
ess. If Balancep(q) > 0 with q 6= p, then p suspe
ts q; else, q istrusted by p. As we will see, Balancep provides the properties of 3P. Everypro
ess p starts sending periodi
ally an (ALIVE, p) message to its su

essorin the ring, denoted by the variable succp (Task 1). Also, every pro
ess pwaits for periodi
al (ALIVE, predp) messages from its prede
essor in the ring,denoted by the variable predp. If p does not re
eive su
h a message on a spe-
i�
 time-out interval of ∆p(predp), then p suspe
ts that predp has 
rashed,and R-broad
asts a (SUSPICION, p, predp) message (Task 2), as shown inFigure 2a (p1 suspe
ts p7). In Task 3, when p R-delivers a (SUSPICION, q, r)message, p in
rements Balancep(r) and 
alls the update_pred_and_succ()pro
edure. Besides this, if r = p, i.e., p has been erroneously suspe
ted by q,
p R-broad
asts a (REFUTATION, p) message (Figure 2b). In Task 4, when
p R-delivers a (REFUTATION, q) message, p de
rements Balancep(q), in
re-ments ∆p(q), and 
alls the update_pred_and_succ() pro
edure. Variables
predp and succp are updated from Balancep to the nearest prede
essor andthe nearest su

essor in the ring having a non-positive balan
e respe
tively.55Here we informally use the terms nearest prede
essor (or nearest su

essor) of a pro
ess
p to denote the �rst pro
ess pre
eding (or su

eeding) p following the ring arrangement18



If all the 
omponents of the Balancep ve
tor are positive, then p sets both
predp and succp to p.

p1

p2

p3

p4

p5

p6

p7

p8 SUSPICIONs
(a) p1 suspe
ts p7

p1

p2

p3

p4

p5

p6

p7

p8REFUTATIONs
(b) p7 refutes p1's suspi
ionFigure 2: Sporadi
 
ommuni
ation in the 
ommuni
ation-optimal Algo-rithm 2. Note that relayed messages 
aused by Reliable Broad
ast are notshown.Corre
tness ProofWe show now that Algorithm 2 implements a failure dete
tor of 
lass 3Pand that it is 
ommuni
ation optimal. In the proof, we 
onsider that all thetime instants are after all the in
orre
t pro
esses have already 
rashed, andall the messages they have sent/R-broad
ast before 
rashing have alreadybeen re
eived/R-delivered. We start making the following observations.Observation 1. ∀p ∈ correct, eventually and permanently Balancep(p) =

0. This derives from the following: (1) initially Balancep(p) = 0, (2) forevery (SUSPICION, −, p) message that p R-delivers in Task 3, eventually
p R-delivers in Task 4 a (REFUTATION, p) message that 
ompensates theprevious in
rement of Balancep(p), and (3) eventually every 
orre
t pro
essand �tting a parti
ular 
ondition. 19



Algorithm 2: Communi
ation-optimal 3P using Reliable Broad
ast.{Every pro
ess p exe
utes the following}Pro
edure udpate_pred_and_succ()if ∀r : Balancep(r) > 0 then
predp ← p
succp ← pelse
predp ← p's nearest prede
essor r in the ring su
h that Balancep(r) ≤ 0
succp ← p's nearest su

essor r in the ring su
h that Balancep(r) ≤ 0

predp ← pred(p) {p's estimation of its nearest 
orre
t prede
essor in the ring}
succp ← succ(p) {p's estimation of its nearest 
orre
t su

essor in the ring}forall q ∈ Π do

∆p(q)← default time-out interval {∆p(q) denotes the duration of p's time-out for q}
Balancep(q)← 0
obegin
|| Task 1: repeat periodi
allyif succp 6= p thensend (ALIVE, p) to succp

|| Task 2: repeat periodi
allyif ( predp 6= p and p did not re
eive (ALIVE, predp)during the last ∆p(predp) ti
ks of p's 
lo
k ) then {time-out}r-broad
ast (SUSPICION, p, predp)
|| Task 3: when r-deliver (SUSPICION, q, r)

Balancep(r)← Balancep(r) + 1
update_pred_and_succ()if r = p thenr-broad
ast (REFUTATION, p)

|| Task 4: when r-deliver (REFUTATION, q)
Balancep(q)← Balancep(q) − 1
∆p(q)← ∆p(q) + 1 {not needed if q = p}
update_pred_and_succ()
oendstabilizes with its 
orre
t prede
essor in the ring, after whi
h it stops R-broad
asting suspi
ions. 20



Observation 2. ∀p, if predp = q with q 6= p then Balancep(q) ≤ 0. Also,if succp = r with r 6= p then Balancep(r) ≤ 0. This derives dire
tly fromthe fa
t that both predp and succp are only updated by p inside the pro
edure
update_pred_and_succ().Observation 3. For every pair of 
orre
t pro
esses p, q, when no more fail-ure suspi
ions o

ur, Balancep(r) = Balanceq(r) for every pro
ess r. Bythe properties of Reliable Broad
ast, both p and q R-deliver the same setof (SUSPICION, −, r) and (REFUTATION, r) messages. Consequently,both p and q apply the same modi�
ations to Balancep(r) and Balanceq(r)respe
tively.Lemma 1. For every pair of 
onse
utive 
orre
t pro
esses q, p in the ring,eventually p stops R-broad
asting (SUSPICION, p, q) messages.Proof. The proof is by 
ontradi
tion. Assume that p R-broad
asts (SUSPICION,
p, q) messages in�nitely often. Sin
e both p and q are 
orre
t, for ea
h mes-sage (SUSPICION, p, q) q will R-broad
ast a (REFUTATION, q) messagethat will be R-delivered by p. Upon R-delivery, p will in
rement ∆p(q).Sin
e the 
ommuni
ation link between q and p is eventually timely, even-tually ∆p(q) will rea
h the unknown bound on message transmission times,after whi
h p will re
eive an (ALIVE, q) message always before ∆p(q) ex-pires, and p will no more suspe
t q in Task 2. This 
ontradi
ts the fa
t that
p suspe
ts q in�nitely often.Lemma 2. For every pair of non-
onse
utive 
orre
t pro
esses q, p in thering, eventually p stops R-broad
asting (SUSPICION, p, q) messages.21



Proof. By Lemma 1, eventually p will permanently monitor another 
orre
tpro
ess r, being r its 
orre
t prede
essor in the ring. After that, p will neverR-broad
ast any (SUSPICION, p, q) message any more.Lemma 3. For every pair of 
orre
t pro
esses p, q, eventually and perma-nently Balancep(q) = 0.Proof. Follows from Lemma 1 and Lemma 2, and the fa
t that, beinginitially Balancep(q) = 0, by the algorithm p R-delivers the same numberof (SUSPICION, −, q) and (REFUTATION, q) messages, 
ompensating thein
rement and de
rement operations over Balancep(q).Lemma 4. For every in
orre
t pro
ess q, eventually and permanently Balancep(q) >

0 for every 
orre
t pro
ess p.Proof. Note that after q 
rashes it will not be able to R-broad
ast anymessage (REFUTATION, q). Also, at least pro
ess r, being r the 
orre
tsu

essor of q in the ring, will eventually R-broad
ast a (SUSPICION, r, q)message that q will not refute, and 
onsequently Balancer(q) > 0 perma-nently. Then, by Observation 3, Balancep(q) > 0 for every 
orre
t pro
ess
p.Lemma 5. Eventually, for every 
orre
t pro
ess p, predp will be permanentlyset to p's 
orre
t prede
essor in the ring, and succp will be permanently setto p's 
orre
t su

essor in the ring.Proof. There are two 
ases to 
onsider. If C = 1, then by de�nition both
p's 
orre
t prede
essor in the ring and p's 
orre
t su

essor in the ring are p22



itself, and the lemma follows dire
tly from Lemma 4, Observation 1 and thepro
edure update_pred_and_succ(). Otherwise, i.e., if C > 1, the lemmafollows dire
tly from Lemma 3, Lemma 4, Observation 2 and the pro
edure
update_pred_and_succ().Theorem 3. Algorithm 2 implements a failure dete
tor of 
lass 3P.Proof. From Lemma 3 and Lemma 4, for every 
orre
t pro
ess p, eventuallyand permanently Balancep(q) = 0 for every q ∈ correct, and Balancep(r) >

0 for every r ∈ crashed. The rule �if Balancep(q) > 0, then p suspe
ts q;else, p does not suspe
t q� provides the properties of strong 
ompletenessand eventual strong a

ura
y of 3P.Theorem 4. Algorithm 2 is 
ommuni
ation-optimal, i.e., eventually only Clinks 
arry messages forever.Proof. From Lemma 5, for every 
orre
t pro
ess p, eventually and perma-nently succp will be set to p's 
orre
t su

essor in the ring and, by Task 1,
p will send (ALIVE, p) messages to it forever. No other periodi
al mes-sages will be sent. Furthermore, sin
e no more suspi
ions will o

ur, no newSUSPICION (and hen
e REFUTATION) messages will be broad
ast. Thus,if there are C 
orre
t pro
esses in the system, just a number of C unidire
-tional links will be permanently used.Observe that if there is just one 
orre
t pro
ess in the system, i.e., C =

1, Algorithm 2 eventually uses no links, by an optimization introdu
ed inTask 1. Hen
e, when C = 1 both 3P and Ω 
an be implemented using 0links 
arrying messages forever. 23



Finally, although we have initially assumed in the system model thatall the 
ommuni
ation links were reliable and eventually timely, in a givenexe
ution of Algorithm 2 it is su�
ient that this behaviour applies only tothe C links that eventually form the ring of 
orre
t pro
esses, i.e., the linksfrom every 
orre
t pro
ess to its 
orre
t su

essor in the ring. The rest oflinks 
an be asyn
hronous and/or lossy.4.2. An Algorithm Using One-to-One Lo
al Communi
ationIn this se
tion, we present a 
ommuni
ation-optimal 3P algorithm thatuses only one-to-one lo
al 
ommuni
ation to manage suspi
ions. In the al-gorithm, a pro
ess p will be in 
harge of the dete
tion of in
orre
t pro
essesbetween p's 
orre
t prede
essor in the ring and p. Assuming that simpleheartbeat messages 
ir
ulate around the ring, this strategy only gives weak
ompleteness and eventual strong a

ura
y, and hen
e the resulting failuredete
tor will be of the 
lass 3Q. Hen
eforth, a further transformation isneeded to get a failure dete
tor of the 
lass 3P. In this way, the approa
hwe follow to design the algorithm is in
remental: �rst we present the algo-rithm implementing 3Q and prove its 
orre
tness, and next we give a simpletransformation into 3P whi
h preserves 
ommuni
ation optimality and lowsporadi
 
ommuni
ation overhead.4.2.1. Implementing 3QAlgorithm 3 presents a 
ommuni
ation-optimal implementation of 3Q.Every pro
ess p has a lo
al set of suspe
ted pro
esses, Lp, and two variables,
predp and succp, denoting respe
tively the pro
ess that p is monitoring andthe pro
ess to whi
h p is periodi
ally sending heartbeat messages (ALIVE, p)24



Algorithm 3: Communi
ation-optimal 3Q using lo
al one-to-one 
ommuni
ation.{Every pro
ess p exe
utes the following}Pro
edure udpate_pred_and_succ()
predp ← p's nearest prede
essor r in the ring su
h that r /∈ Lp

succp ← p's nearest su

essor r in the ring su
h that r /∈ Lpif predp 6= p then
Lp ← {predp, . . . , succp} − {predp, p, succp}

predp ← pred(p) {p's estimation of its nearest 
orre
t prede
essor in the ring}
succp ← succ(p) {p's estimation of its nearest 
orre
t su

essor in the ring}forall q ∈ Π do

∆p(q)← default time-out interval {∆p(q) denotes the duration of p's time-out for q}
Lp ← ∅ {Lp provides the properties of 3Q}
obegin
|| Task 1: repeat periodi
allyif succp 6= p thensend (ALIVE, p) to succp

|| Task 2: repeat periodi
allyif ( predp 6= p and p did not re
eive (ALIVE, predp)during the last ∆p(predp) ti
ks of p's 
lo
k ) then {time-out}
Lp ← Lp ∪ {predp} {p suspe
ts pred

p
has 
rashed}send (SUSPICION, p) to predp

update_pred_and_succ()
|| Task 3: when re
eive (SUSPICION, q) from some q

Lp ← Lp ∪ {p, . . . , q} − {p, q}
update_pred_and_succ()forall r ∈ {p, . . . , q} − {p, q} dosend (PROBE, p) to rsend (ALIVE, p) to q

|| Task 4: when re
eive (ALIVE, q) from some qif q ∈ Lp then
Lp ← Lp − {q}
update_pred_and_succ()
∆p(q)← ∆p(q) + 1

|| Task 5: when re
eive (PROBE, q) from some qsend (ALIVE, p) to q
oend
25



by Task 1. When a pro
ess p suspe
ts by Task 2 the pro
ess it is monitoring,
predp, p in
ludes predp in Lp, sends a suspi
ion message (SUSPICION, p)to predp (in Figure 3a, p1 suspe
ts p6), and updates predp (and succp ifrequired) a

ordingly. Observe that Task 2 does not in
lude any expli
itme
hanism for p to tell its new prede
essor to start sending heartbeats to it.The new prede
essor of p will have to be suspe
ted on
e by p in order to setits su

essor to p by Task 3, as we will explain next.If a suspe
ted pro
ess p is 
orre
t or has not 
rashed yet, when it re
eives(SUSPICION, q) by Task 3, p will suspe
t every pro
ess from p to q (bothex
luded), sin
e all of them have been also suspe
ted by q. Consequently,pro
ess q be
omes the new su

essor of p, and hen
e, if p does not 
rash, qwill re
eive periodi
al (ALIVE, p) messages from p, as shown in Figure 3b.Furthermore, a sporadi
 (PROBE, p) message is sent by p to every pro
ess
r from p to q (both ex
luded), in order to know if r has a
tually 
rashed ornot (also shown in Figure 3b, in whi
h p6 probes p7 and p8). When a pro
ess
p re
eives a (PROBE, q) message, it just sends an (ALIVE, p) message to q,in order to give q the opportunity to set succq (and ex
eptionally predq) to
p (in Figure 3
, p7 and p8 notify p6 that they are alive).On the re
eption of an (ALIVE, q) message 
oming from a pro
ess q ∈ Lp,by Task 4 a pro
ess p will remove q from Lp, update predp (and succp ifrequired), and in
rement the time-out interval with respe
t to q, ∆p(q).The PROBE messages used in this algorithm avoid a pro
ess to sendperiodi
ally ALIVE messages to 
rashed pro
esses, a s
enario that 
an hap-pen in 
ommuni
ation-e�
ient algorithms (see Figure 1, where pro
esses p7and p8 have 
rashed). Hen
e, the proposed probing me
hanism is key to get26




ommuni
ation optimality.
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(
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ommuni
ation in the 
ommuni
ation-optimal Algo-rithm 3.Corre
tness ProofWe show now that Algorithm 3 implements a failure dete
tor of 
lass 3Qand that it is 
ommuni
ation-optimal. Given any pro
ess p, we denote by

corr_predp the 
orre
t prede
essor of p in the ring. Similarly, we denote by
corr_succp the 
orre
t su

essor of p in the ring. The key of the proof isto show that eventually and permanently predp = corr_predp and succp =

corr_succp for every 
orre
t pro
ess p. In other words, the ring stabilizes interms of both the pred and succ variables of pro
esses, whi
h guarantees the
orre
t 
onstru
tion of the sets Lp of suspe
ted pro
esses.27



We assume that every task is exe
uted as a 
riti
al se
tion. We start bymaking the following observations:Observation 4. p /∈ Lp permanently for every pro
ess p.Observation 5. Lp = {predp, . . . , succp}−{predp, p, succp} permanently af-ter the exe
ution of any task for every pro
ess p.Observe that whenever Lp is modi�ed by Task 2, Task 3 or Task 4 of p,
predp and succp (and Lp itself) are updated a

ordingly by the pro
edure
update_pred_and_succ().Observation 6. Whenever a pro
ess q is in
luded by a 
orre
t pro
ess p in
Lp, p will send a message (of type SUSPICION in Task 2 or type PROBEin Task 3) to q, and, if q is 
orre
t, p will eventually re
eive an (ALIVE, q)message sent by Task 3 or Task 5 of q.For the rest of the proof we will assume that any time instant t 
onsideredis larger than a time tbase that o

urs after the stabilization time GST (i.e.,
tbase > GST), after every in
orre
t pro
ess has 
rashed, and after all messagessent by in
orre
t pro
esses have been re
eived. Note that this eventuallyhappens. Hen
e, any new message re
eived has ne
essarily been sent by a
orre
t pro
ess.Lemma 6. For every 
orre
t pro
ess p, eventually and permanently predp =

corr_predp.Proof. For a 
orre
t pro
ess p, let predp = r su
h that r 6= corr_predp.For a given time in the exe
ution of the algorithm, one of the following 
asesapplies: 28



Case 1: assume �rst that r ∈ {corr_predp, . . . , p} − {corr_predp, p}.Observe that, with this assumption, r is by de�nition not 
orre
t, as well asany other pro
ess in that range. Therefore, r will be eventually in
luded in
Lp (by Task 2 or Task 3 of p), and, sin
e r has already 
rashed, it will notbe able to send an (ALIVE, r) message to p, remaining in Lp forever.Case 2: assume now that r /∈ {corr_predp, . . . , pred(p)}. By Observa-tion 5, corr_predp ∈ Lp. Observe that corr_predp 
ould have been in
ludedin Lp by Task 2 or by Task 3 of p. Sin
e corr_predp is by de�nition 
or-re
t, by Observation 6 eventually p will re
eive and (ALIVE, corr_predp)message. At this point, predp will be set to corr_predp.Sin
e every time corr_predp has been suspe
ted by p, ∆p(corr_predp)is in
remented by Task 4 of p, and sin
e the 
ommuni
ation link between
corr_predp and p is eventually timely, eventually ∆p(corr_predp) will rea
hthe unknown bound on message transmission times, after whi
h p will re
eivethe periodi
al (ALIVE, corr_predp) messages always before ∆p(corr_predp)expires and corr_predp will not be suspe
ted by p anymore.Lemma 7. For every 
orre
t pro
ess p, eventually and permanently succp =

corr_succp.Proof. The proof is by 
ontradi
tion. By Lemma 6, eventually and perma-nently predcorr_succp
= p. Assume that succp 6= corr_succp. Sin
e p is notsending by Task 1 periodi
al (ALIVE, p) messages to corr_succp, then byTask 2 corr_succp will eventually suspe
t p and modify predcorr_succp

, whi
h
ontradi
ts Lemma 6.Theorem 5. Algorithm 3 implements a failure dete
tor of 
lass 3Q.29



Proof. From Lemmas 6 and 7, for every 
orre
t pro
ess p, eventually pwill be in the stable ring formed by 
orre
t pro
esses. Otherwise, p isin
orre
t, and by Lemma 6 eventually and permanently predcorr_succp
=

corr_predp. By Observation 5, p will eventually and permanently be in-
luded in Lcorr_succp
. As a 
onsequen
e, eventually and permanently p willbe in
luded in the set of suspe
ted pro
esses of some 
orre
t pro
ess. Thisprovides the weak 
ompleteness property of 3Q.By Observation 4, p is never in
luded in Lp. On
e the ring has stabilized,no 
orre
t pro
ess is in
luded (in Task 2) in the set Lp of any 
orre
t pro
ess

p. Hen
e, on
e the ring has stabilized, no 
orre
t pro
ess will be present inany set of suspe
ted pro
esses. This provides the eventual strong a

ura
yproperty of 3Q.Theorem 6. Algorithm 3 is 
ommuni
ation-optimal, i.e., eventually only Clinks 
arry messages forever.Proof. From Lemma 7, for every 
orre
t pro
ess p, eventually and perma-nently succp will be set to p's 
orre
t su

essor in the ring and, by Task 1,
p will send (ALIVE, p) messages to it forever. No other periodi
al mes-sages will be sent. Furthermore, sin
e no more suspi
ions will o

ur, no newSUSPICION (and hen
e sporadi
 PROBE or ALIVE) messages will be sent.Thus, if there are C 
orre
t pro
esses in the system, just a number of Cunidire
tional links will be permanently used.A similar reasoning as the one made for the previous algorithm 
an bemade for Algorithm 3 regarding the minimal assumptions on 
ommuni
ationreliability and syn
hrony required by the algorithm. In this 
ase, in a given30



exe
ution of Algorithm 3 it is su�
ient that the links from every 
orre
tpro
ess to both its 
orre
t su

essor and prede
essor in the ring are reliableand eventually timely, i.e., 2C links. The rest of links 
an be asyn
hronousand/or lossy.4.2.2. Transforming 3Q into 3PIn this se
tion we present a transformation of the 3Q algorithm of theprevious se
tion into 3P. The transformation preserves the 
ommuni
ationoptimality and low sporadi
 
ommuni
ation overhead of Algorithm 3.Algorithm 4, whi
h implements 3P, is obtained from Algorithm 3 byadding a set Gp to every pro
ess p. Gp is in
luded into the ALIVE messagessent by p. In the algorithm, additions and removals of pro
esses to Lp arealso applied to Gp. To build Gp from the set Gpredp
re
eived in Task 4,pro
ess p adds the pro
esses between predp and p to Gpredp

(both predp and
p ex
luded). In other words, p relies on its prede
essor for suspi
ions beyondits dire
tly monitored neighborhood.Corre
tness ProofWe show now that Algorithm 4 implements a failure dete
tor of 
lass
3P and that it is also 
ommuni
ation-optimal. The key of the proof is toshow that Algorithm 4 is a transformation of Algorithm 3 into 3P preserving
ommuni
ation optimality. Observe that in Task 2 and Task 3 exa
tly thesame operations are applied to Lp and to Gp. Finally, in Task 4, the global setof suspe
ted pro
esses Gp is built by adding to Gpredp

the pro
esses between
predp and p (both predp and p ex
luded).Observation 7. p /∈ Gp permanently for every pro
ess p.31



Algorithm 4: Communi
ation-optimal 3P using lo
al one-to-one 
ommuni
ation.{Every pro
ess p exe
utes the following}Pro
edure udpate_pred_and_succ()
predp ← p's nearest prede
essor r in the ring su
h that r /∈ Lp

succp ← p's nearest su

essor r in the ring su
h that r /∈ Lpif predp 6= p then
Lp ← {predp, . . . , succp} − {predp, p, succp}

predp ← pred(p) {p's estimation of its nearest 
orre
t prede
essor in the ring}
succp ← succ(p) {p's estimation of its nearest 
orre
t su

essor in the ring}forall q ∈ Π do

∆p(q)← default time-out interval {∆p(q) denotes the duration of p's time-out for q}
Lp ← ∅ {Lp provides the properties of 3Q}
Gp ← ∅ {Gp provides the properties of 3P}
obegin

|| Task 1: repeat periodi
allyif succp 6= p thensend (ALIVE, p, Gp) to succp

|| Task 2: repeat periodi
allyif ( pred
p
6= p and p did not re
eive (ALIVE, pred

p
,−)during the last ∆p(pred

p
) ti
ks of p's 
lo
k ) then {time-out}

Lp ← Lp ∪ {predp
} {p suspe
ts pred

p
has 
rashed}

Gp ← Gp ∪ {predp
}send (SUSPICION, p) to predp

update_pred_and_succ()
|| Task 3: when re
eive (SUSPICION, q) from some q

Lp ← Lp ∪ {p, . . . , q} − {p, q}
Gp ← Gp ∪ {p, . . . , q} − {p, q}
update_pred_and_succ()forall r ∈ {p, . . . , q} − {p, q} dosend (PROBE, p) to rsend (ALIVE, p, Gp) to q

|| Task 4: when re
eive (ALIVE, q, Gq) from some qif q ∈ Lp then
Lp ← Lp − {q}
update_pred_and_succ()
∆p(q)← ∆p(q) + 1if q = predp then
Gp ← (Gq ∪ {predp, . . . , p})− {predp, p}

|| Task 5: when re
eive (PROBE, q) from some qsend (ALIVE, p, Gp) to q
oendTheorem 7. Algorithm 4 implements a failure dete
tor of 
lass 3P.Proof. Observe that, by the 
onstru
tion of the set Gp in Tasks 2, 3, and 4,32



Gp is equivalent to Lp in the range {predp, . . . , p}. By Lemmas 6 and 7, andby Task 4 of p, eventually Gp will in
lude every in
orre
t pro
ess, providingthe strong 
ompleteness property of 3P. By Observation 7 and again byLemmas 6 and 7 and Task 4 of p, no 
orre
t pro
ess will be eventuallyin
luded in Gp, preserving the eventual strong a

ura
y property of 3P.Theorem 8. Algorithm 4 is 
ommuni
ation-optimal, i.e., eventually only Clinks 
arry messages forever.Proof. Follows dire
tly from the fa
t that no additional message is sent inAlgorithm 4 with respe
t to Algorithm 3.5. Performan
e AnalysisIn Subse
tion 1.2 we have de�ned a set of properties to be taken into a
-
ount when designing failure dete
tors, namely 
ommuni
ation e�
ien
y, lowsporadi
 overhead and 
ommuni
ation lo
ality. In the light of these prop-erties, in this se
tion we analyze the performan
e of the 
ommuni
ation-optimal 3P algorithms. We also in
lude in the analysis Chandra-Toueg'salgorithm [1℄ as a referen
e, as well as the simplest of the 
ommuni
ation-e�
ient algorithms in [21℄. The goal is to highlight the strengths and weak-ness of ea
h approa
h and set the trade-o�s to be 
onsidered in the imple-mentation of failure dete
tors for parti
ular s
enarios. Spe
i�
ally, we fo
uson the following performan
e parameters:
• Communi
ation e�
ien
y/optimality. Number of unidire
tional linksthat 
arry messages forever. 33



• Sporadi
 
ommuni
ation overhead. Number of extra messages ex-
hanged to manage an erroneous suspi
ion.
• Dete
tion laten
y (or system responsiveness). Upon a 
rash, timeelapsed until every alive pro
ess permanently suspe
ts the 
rashed pro-
ess.
• Communi
ation lo
ality. S
ope of the messages. An algorithm exhibits(periodi
 or sporadi
) 
ommuni
ation lo
ality when pro
esses send (pe-riodi
 or sporadi
) messages mainly to their neighborhood.Table 2 summarizes the performan
e of the algorithms. Note that spo-radi
 
ommuni
ation lo
ality is not appli
able to the algorithms in [1, 21℄,sin
e they do not have sporadi
 
ommuni
ation at all (sporadi
 overhead is

0). Observe also that Algorithm 4, besides being 
ommuni
ation-optimal,has a low sporadi
 overhead due to its one-to-one 
ommuni
ation pattern,and has both periodi
 and sporadi
 
ommuni
ation lo
ality. This is at the
ost of a linear dete
tion laten
y, in 
ontrast to the uniform dete
tion laten
yof the algorithms using a one-to-all 
ommuni
ation pattern.Comm. e�
ien
y Sporadi
 overhead Dete
tion Comm. lo
alityAlgorithm (# links used forever) (# extra messages) laten
y Periodi
 Sporadi
Chandra-Toueg [1℄ C(n− 1) 0 Th No �Comm.-e�
ient [21℄ n 0 C Th Yes �Comm.-optimal Alg. 2 C 2n2 Th Yes NoComm.-optimal Alg. 4 C 2l C Th Yes YesTable 2: Performan
e analysis of 3P algorithms. Sporadi
 overhead anddete
tion laten
y �gures are approximate (l denotes the 
ardinality of thelo
al set of suspe
ted pro
esses, usually l ≪ n).34



In Table 2, dete
tion laten
y is estimated on the basis of the term Th,denoting the mean delay of sending a new, periodi
, heartbeat message, bywhi
h the information about suspe
ted pro
esses is relayed to the su

essorpro
ess in the ring in the algorithm in [21℄ and in Algorithm 4. Assumingthat the transmission delay of any message is negligible with respe
t to Th,the value of Th 
an be estimated as one half of the periodi
ity of the taskthat sends periodi
 heartbeat messages (Task 1 in the algorithms proposedin this paper).The linear dete
tion laten
y in Algorithm 4 is due to the fa
t that theinformation about a new suspi
ion has to 
ir
ulate around the whole ringto rea
h every alive pro
ess. Nevertheless, a me
hanism to speed-up thedete
tion laten
y, at the pri
e of losing sporadi
 
ommuni
ation lo
ality,
an be easily added. The me
hanism 
onsists in the suspe
ting pro
ess pdire
tly sending the suspi
ion message not only to the suspe
ted pro
ess butalso to a subset of pro
esses Λ ⊂ Π, i.e., adding short
uts in the ring. Ingeneral, if k = |Λ|, while the 
ommuni
ation overhead is in
remented in atmost 2k messages, assuming that short
uts have been uniformly distributed,an estimation of the maximum dete
tion laten
y results in ( n
k+1

)Th. In thelimit, Λ = Π − {p}, and the dete
tion laten
y is redu
ed to the minimum.The me
hanism 
an be also applied to the 
ommuni
ation-e�
ient algorithmin [21℄.Figure 4 shows an example of the short
ut me
hanism to improve respon-siveness in Algorithm 4. Without short
uts, a failure suspi
ion propagates byheartbeats and rea
hes all alive pro
esses in approximately C Th time. Oneor more short
uts allow the suspi
ion to be propagated in parallel, redu
ing35



the dete
tion laten
y. Of 
ourse, in 
ase the suspi
ion is erroneous, su
h ame
hanism makes the error to be propagated faster in the system. A way ofavoiding this apparent drawba
k 
onsists in adding a 
omplementary short-
ut me
hanism for the refutation of a re
ent, erroneous, suspi
ion. Observethat neither of these suspi
ion/refutation short
ut me
hanisms 
ompromisesthe optimality of Algorithm 4, sin
e eventually, i.e., when the ring formed by
orre
t pro
esses stabilizes, they are not used any more.
p1

p2

p3

p4

p5

p6

p7

p8

(a) Without short
uts
p1

p2

p3

p4

p5

p6

p7

p8

(b) Adding one short
ut
p1

p2

p3

p4

p5

p6

p7

p8

(
) Adding three short-
utsFigure 4: Example of the short
ut me
hanism to improve responsiveness.In general, a trade-o� results between dete
tion laten
y and 
ommuni
a-tion overhead, being the latter either periodi
 or sporadi
. It is worth notingthat parameters related to 
ommuni
ation overhead have been expressed interms of the number of links and messages. Communi
ation 
osts, however,strongly depend on network parameters as topology and link delays, spe
if-i
ally in wide area networks, resulting in not uniform message transmissiondelays. This fa
t 
an be exploited when using a ring arrangement as a pat-tern for 
ommuni
ation. More pre
isely, 
ommuni
ation 
osts asso
iated topairs of pro
esses provide a hint for the initial ring 
on�guration. Periodi
heartbeat 
ommuni
ation will take advantage of this. Furthermore, sporadi
36




ommuni
ation overhead, whi
h is inherent to 
ommuni
ation-optimal algo-rithms, results in pra
ti
e less harmful for algorithms with this kind of lo
al
ommuni
ation than for algorithms with global 
ommuni
ation. Finally, aswe have shown, the ability of using short
uts in the formers provide an inter-esting basis to �t trade-o�s between sporadi
 
ommuni
ation overhead anddete
tion laten
y.6. Con
lusionsIn this paper, we have explored 
ommuni
ation e�
ien
y, a performan
emeasure that refers to the number of unidire
tional links that 
arry messagesforever in an algorithm. We have shown that failure dete
tor 
lass 3P re-quires at least C unidire
tional links to 
arry messages forever, being C thenumber of 
orre
t pro
esses. Moreover, when at least one pro
ess 
rashes,
C links are also required for 3S and Ω. We have proposed two ring-based
ommuni
ation-optimal 3P algorithms. Sin
e these algorithms use exa
tly
C unidire
tional links to 
arry messages forever, it 
an be derived that 
om-muni
ation optimality for 3P is a
hieved. Sin
e 3P trivially implements
Ω, 
ommuni
ation optimality 
an be 
onsidered a
hieved also for 3S and Ωfailure dete
tors.One of the algorithms uses a Reliable Broad
ast primitive to 
ommuni
atesuspi
ions and refutations, involving a quadrati
 number of messages. Sin
ethis 
an be a drawba
k in some s
enarios, e.g., very large networks, we haveproposed a se
ond algorithm that uses ex
lusively one-to-one 
ommuni
ation.This algorithm has some interesting properties whi
h make it suitable for dis-tributed appli
ations deployed over wide area networks: (1) 
ommuni
ation37



optimality, i.e., only C links 
arry messages forever, (2) low sporadi
 
ommu-ni
ation overhead to manage failure suspi
ions, i.e., the number of messagesex
hanged as a 
onsequen
e of a suspi
ion is linear, and (3) 
ommuni
ationlo
ality, i.e., managing a failure suspi
ion at a pro
ess p only implies 
ommu-ni
ating with pro
esses at p's neighborhood in the ring. This is of parti
ularinterest in networks where 
ommuni
ation 
osts between pairs of pro
essesare not uniform. If the logi
al ring of pro
esses is arranged regarding 
ommu-ni
ation 
ost 
riteria, both 
ommuni
ation overhead and delays of periodi
heartbeats will be minimized.The se
ond algorithm admits a �exible implementation. In its basi
 form,i.e., using ex
lusively lo
al 
ommuni
ation, it exhibits a linear dete
tion la-ten
y. However, a me
hanism based on short
uts 
an redu
e it. Moreover,this me
hanism 
an be enabled or disabled without a�e
ting the 
orre
tnessof the algorithm. As a 
onsequen
e, the me
hanism 
an be applied partiallyand be pre
isely tuned in order to �t trade-o�s between network overheadand QoS parameters.Referen
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