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¡¡Algo hay que hacer!!  
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¿CÓMO DE IMPORTANTE ES 
EL TESTING PARA TI? 
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– Hay que realizar TESTs funcionales: 
• Jubula 
• JUnit 
• …  

 
 

15 



JUBULA 



JUBULA 

Test Cases 
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Highly regulated, 
strong safety culture 
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OPENCOSS will provide 
common criterias and methods  
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http://www.opencoss-project.eu/ 

OPENCOSS project 
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Assurance and Certification of Safety-critical Systems 

• Safety Assurance & Certification demonstrates 

that … 

• “a safety-critical product has met relevant technical standards 

designed to ensure it will not unduly endanger the public and 

can be depended upon to deliver its intended service safely” 

• … such as those found in the avionics, automotive, maritime, and 

railway domains 

24 



25 

Landscape in safety-critical systems 

Growth in number and complexity of functionality 
E.g. Avionics software’s size is projected to double every 4 years  



• Y ¿qué pasa en este tipo de infraestructuras?  

http://cso.computerworld.es/cibercrimen/las-infraestructuras-criticas-son-un-objetivo-prioritario-para-los-cibercriminales 26 



• Ciberseguridad y confianza en infraestructuras críticas 
 

– No sólo hay que realizar TESTs funcionales: 
• Jubula 
• JUnit 
• …  

 
 
 

– Prevención  
– Recuperación 
– Seguridad: Security & Safety 
– …………………………………………………………. 
– . 
– . 
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Ciberseguridad y confianza en infraestructuras críticas 
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• https://www.polarsys.org/introducing-opencert-evolutionary-assurance-and-
certification-safety-critical-systems 



Safety Case Structure 
 

 
 





Argumentation relating the safety goals with the 
verification formal method 

 
 

 



BXTestingTrustworthy

 Black box testing is 
trustworthy

S1ArgBXTestProcess

Argument by considering 
black box testing process

BXTestTeam

Testing team is competent

BXTestCV

Experience, 
authority & 

training

BXTestInd

Independence 
from design 

team

BXTestRqSys

Testing method addresses 
safety requirements 
systematically

S1ArgBXTestCaseGen

Argument by considering 
test case generation & 
execution

BXTestRqGen

Test case generation was  
thorough 

BXTestCaseCov

Safety 
requirements  

coverage 
assessment

BXTestCaseExec

Test cases were executed on 
stable platform & object code 
version   

BXTestPlatFrm

Target platform

BXTestCodeV

Final version of 
object code

BXTestAnalysis

Black box test result was 
analysed

BXTestRecord

Report of 
Black box test 
result analysis 

BXTestTraceability

Testing process is traceable

CTrustworthiness

Trustworthiness definition

CProcess

Process definition

          ConfigProcessArg

ConfigMang

Configuration management 
process is Trustworthy



Xabier Larrucea, PhD, PMP, MBA 
 
 
 
 
IEEE Software – Special Issue 
Call For Contributions:  
Theme Issue on Software Engineering for the Internet of Things 
http://www.computer.org/web/computingnow/swcfp1  
 
 
 
 
 
 
 
Xabier.larrucea@tecnalia.com  

http://www.computer.org/web/computingnow/swcfp1
http://www.computer.org/web/computingnow/swcfp1
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http://www.tecnalia.com/i
mages/stories/Becas-
Doctorado/Beca_Doctor
ado_Tecnalia_2016-
Ciberseguridad.pdf  

¡¡¡ÚNETE A 
NOSOTROS!!!  
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