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E = Agencia EFE

MOTOR JAPON

Un fallo de software obliga a Toyota a revisar 625.000
hibridos en todo el mundo

EFE | Tekio | 15 jul 2015



Fiat Chrysler to Recall
894,000 SUVs for Air Bags,
Brake Seals

by Mark Clothier
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ACTUALIDAD DEPORTES A MOTOR TECNOLOGIA INDUSTRIA LANZAMIENTOS

UN INFORME DE ADAC DENUNCIO QUE EL SISTEMA BMW
CONNECTEDDRIVE ES VULNERABLE

El autoclub alernan argumenta que este sistema de las marcas BMW, Mini y Rolls-Royce, es sencillo de
acceder y su informacion facil de alterar, pero solo en carros equipados con tarjeta SIM.

REDACCION MOTOR (@ 10:01 PM. 02 DE FEBRERO DEL 2015



Crash involving self-driving Google car
injures three employees

apan's Carmakers Proceed
ith Caution on Self-Driving
Cars

Friday 17 July 2015 15.56 BST

by Jie Ma, Masatsugu Horie and Yuki Hagiwara

October 28, 2015 — 1:00 AM CET Updated on October 28, 2015 — 9:27 AM CET f e
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2015 U.S. Initial Quality Study**(1Q5)
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Un choque de trenes causa 18 muertos y
05 heridos cerca de Bruselas

m LIn cercanias se saltd un semaforo en rojo y arrolld un convoy detenido en lavia
m Accidentes de trenes en Europa

Archivado en: Bélgica Trenalta velocddad Victimas Europa ocddental  Trenes

Transporte ferroviario Europa Desastres Sucesos  Transporte
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El Ariane 5 exploto por un fallo de
'software' afirma el informe oficial

= NUEVOD COHETE EUROPED
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iiAlgo hay que hacer!!
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© hours per defect
E (detection + removal
S + re-delivery)
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Detection Validation After delivery
during reviews, (feature test,
code analysis system test)
and unit test
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Ebert C, Dumke R. 9. Quality Control and Assurance. Softw. Meas., Springer Berlin Heidelberg; n.d., p. 245-300. doi:10.1007/978-3-540-71649-5 B3



¢ COMO DE IMPORTANTE ES
EL TESTING PARA TI?




— Hay que realizar TESTs funcionales:
» Jubula
o JUnit
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JUBULA
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JUBULA
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JUBULA

2 Jubula - sa - SimpleAdderEHU 1.0

File Edit Test Search Run Window Help

E=RICE[ X |

@ B4 -9r-0@RFP-FO-0OI¢H -

quekpccess | 18 | [ ()

[~ Running AUTs &% m@p~-=0 ETutRﬁuH:l [ = B || rroperties = E") Cheat Sheets 53 ] = ~ = 8
simpleradder_1 4| TestAdder - 0:00:06.852 = = @ PE Y Writing your first test
4+ Perform Addition - 0:00:02.224 [3, 2, 1] Property Value
a + TITLE E-‘nAR - 0:00:00.512 [TITLEBAR] 4 Result Details 4 El Creating and executing your first test
v activate AUT - 0:00:00.509 [TITLEBAR] Timestamp Mon Dec 14 15:51: [ @ Working with the cheat sheets
4 + Enter first value - 0:00:00.300 [1] Test Step Nam TestAdder [ E!, Setting up the Project
v replace text - 0:00:00.299 [1] Step Type Test Suite 4 @, Creating the test specification
4 +/ Enter second value - 0:00:00.627 [2] 4 Test Result U Create a Test Case
v replace text - 0:00:00.620 [2] Status Successfully tested u Reference Test Cases from the librai
Test Suite Browser 52 l = B8 4 " Click Equals - 0:00:00.703 £ U Add data
@ v | & - a ¥ Ub_QYC_clickL.eft-U:Dﬂ:Dﬂ.ES]' 1 b @ Preparing for execution
| F— | a4+ ub_grc_click - 0:00:00674 [1,1] [ El Ohbject Mapping
e filter )
P v click - 0:00:00,664 [1, 1] i[5 Executing the test
4 *J simpleAdderEHU 4+ Check Result - 0:00:00.065 [3, equals]
4 O TestAdder + check Text - 0:00:00.061 [3, equals]
4 [ <Perform Addition> [RESULT; VALUE 4+ Perform Addition - 0:00:02.667 [11, 6, 5] q m I »
i B TITLE BAR (ub_app_activate) [AC] a + TITLE BAR - 0:00:00.233 [TITLEBAR] L&
& B Enter first value (ub_cti_replaceTe| v activate AUT - 0:00:00.227 [TITLEBAR] [ ImageV... | & Console 32| = 8 || «| m |
[ E Enter second value (ub_cti_replac 4+ Enter first value - 0:00:01.122 [5] a Eﬁ | = E -
» B Click Equals (ub_gre_clickLeft_sin V" replace text - 0:00:01.117 [5] Console Reference Test Cases from the
[ E Check Result (ub_ctx_checkText) | 4 + Enter second value - 0:00:00 635 [6] Connection to Database succes o Iibrary
v replace text - 0:00:00.629 [6] T ) . )
4 + Click Equals - 0:00:00.631 Th; majority °f|"’¢'°”.5 you ‘l'?‘l'}” redureto
4+ ub_gre_clickLeft - 0:00:00 627 [1] Tt Core? ready in the library of reuse
a4 " ub_grc_click - 0:00:00614 [1,1]
" click - 0:00:00603 [1, 1] i This task has shown you how to use the library
a4+ Check Result - 0:00:00.035 M1 _enual<l of Test Cases to create tests, Test Cases are
=g Progress 13 % - = g not copied, they are referenced. You always
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only have one source - which makes
maintainability easier later.
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*2 UE rules UE
o % ERMTS  216/2008
B National CS 25 FAR 25

o Rules IR 21 PART 21

o v

ARP4761

o EN 50126 ARPA7EA IEC 61508
© o EN50128 DO297 Safety assurance &
K= ISO 26262 it
© é’ EN 50129 D0O178 certitication processes
i

Safety / Certift?tion Case Compliance to rules & standards

OPENCOSS will provide
common criterias and methods
to structure arguments

Opencoss
Common
framework

<
<«

Evidence artefacts

Definition of certification scope

ID\ ‘D\
= 52
o— 0

Process execution

o
Safety cases
& evidence
o &
fepeEiily assessment
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SEVENTH FRAMEWORK
PROGRAMME

Large-scale integrating project (IP)

OPEN@OSS

Open Platform for EvolutioNary
Certification Of Safety-critical Systems

-r}g’?«m&
227 .
Z4 [ simula.research laboratory ]

4 s . . THE UNIVERSITY of 707X
tecnallaf Business Inspearit . by thinking constantly about it g

the Brainware company

AdaCore ALSTOM HPARASOFT  La@uSo

CENTRO
RICERCHE
Loberatory for Quality Sofiware FIAT

DC Latego THALES # @ RINA

Altreonic

ikv++ technologies ag & 6>
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Assurance and Certification of Safety-critical Systems

o Safety Assurance & Certification demonstrates

that ...

e “a safety-critical product has met relevant technical standards

designed to ensure it will not unduly endanger the public and

can be depended upon to deliver its intended service safely”

e ...such as those found in the avionics, automotive, maritime, and

railway domains

24



Growth in number and complexity of functionality

E.g. Avionics software’s size is projected to double every 4 years

Estimated Onboard Software Lines of Code (SLOC) growth
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Airbus data source: J.P. Potocki De Montalk, “Computer Software in Civil Aircraft,”
Sixth Annual Conference on Software Assurance (Compass ‘91), Gaithersburg, MD,
June 24-27, 1991, Boeing data source. J.J. Chilenski, 2009
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* Y ¢ Qué pasa en este tipo de infraestructuras?
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http://cso.computerworld.es/cibercrimen/las-infraestructuras-criticas-son-un-objetivo-prioritario-para-los-cibercriminales 26



Ciberseguridad y confianza en infraestructuras criticas

— No solo hay que realizar TESTs funcionales:
e Jubula
e JUnit

— Prevencion
— Recuperacion
— Seguridad: Security & Safety

27
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Open Source Tools for Embedded Systems

ABOUT SOLUTIONS COMMUNITY CONTACT US

HOME [ BLOGS [ 'SBLOG [ INTRODUCING OPENCERT: EVOLUTIONARY ASSURANCE AND CERTIFICATION FOR SAFETY-CRATICAL SYSTEMS

Introducing OpenCert: Evolutionary Assurance and ABOUT POLARSYS
Certification for Safety-Critical Systems Get more information

If you hawve a question, or want to get

B . . ) . - . . infi ion, just il t
OpenCert is a candidate for PolarSys Solutions, enhancing Safety-Critical Systems tooling. The proposed project MArs (Marmsten, Just 2=ng 2n smatto

. . s ) inf la .OTE.
will be based on OPENCOSS [www.opencoss-project.eu), a common assurance and certification tool framework info@polarsys.org
for safety-critical embedded systems that spans different vertical markets for railway, avionics and automotive
industries. ‘a"eiling list

The innovaticn required to The best way to join the discuzsion is to

advamce OpenCert tooling needs An open and customizable safety assets tool platform to subseribe to our mailing list.
to be driven by industrial improve reliability, transparency, and to reduce cost/times of
companies from the safety- ~ gssurance/certification processes,
critical systems demain. And, the \.'-f!, ﬁ"‘{ - il LOntact points
: . Dosgn ' F\g'ﬁ " §

p s W = = ; I - e

DII-?FS:S W ‘.:irkll'l,: GFC:JP == Mealirnec Q’i M’l:'."ii"! :':||||||:||.||-;:|I Fekik Lok danpnar. = PularSys manager. Gaél Blondelle
perfect environment for open %! g bl . i L e i . ini H
. _ _ _ e ol t,‘ PolarSys chairman: Dominigue Toupin
inmovation and industrial verfigt or o Coaplies

Suppliar Chain

CEH T WA o (e

feedback. By joining PolarSys, Producl Engineearing 750 Mewgene,

« https://www.polarsys.org/introducing-opencert-evolutionary-assurance-and-
certification-safety-critical-systems
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Safety Case Structure

Focus: Arguments of
compliance with relevant
standards, regulations and

Conformance legislation

[ Compliance
Argument

Cross-refers to, is Cross-refers to, is
demonstrated by demonstrated by

Ri_sk Configlence
Argument Argument

tecnalia ) ue



= CDO Explorer - edo://opencoss/Automative_VehicleUseCase/ARGUMENTATION,tailored RefFramework.arg_diagram - Eclipse Platform

File Edit Diagram Mavigate Search Project Run  Window Help

[ Projec...  g@ Reposi.. 32 = O

& | =
4 [ view 1 [MAIN] -
[+ [ angelTest [CLEAN] =
[ [ ArgumentationPatterns
[ = Automotive_assurancei
b = Automotive_Vehiclelst
[ = AutometivellseCase [C
[ [ AutUseCase [CLEAN]
4 [ AvionicsAssuranceProjy
a [ ARGUMENTATION
4% avionicsRefFram

Quick Access

& avionicsRefFrarr

d¥ crossDomain.an

& crossDomain.an

[+ = ASSURANCE_PROJE

[» == EVIDENCE [CLEAN]
= PROCESSES [CLEAM

4 [= AvionicsRefFramework
g do-178c.refframew

£ do-178c.refframew ™
S —— :

@4 CDO Sessions 52 = 8
& | =

4 .# Sessionl [opencoss]
¢ [ Transaction 2 [MAIN]
¢ [ Transaction 3 [MAIN]

tecnalia ) ue

374123The
hazardous
avants shall

374224

FFAraThe
consaquances
of hazardous

TAL
thara a
‘hazard:

h Agreement

4% avionicsRefFramework.arg_diagram [@ taileredRefFramewark.arg_diagram 3 1 = &
3 5 Palette [
cancast shase 3652 70
k@& e -
- Tha safety_ Othars ral_
_________..sr-"’ (= Argumentation core <
./ ArgumentReasoning
EI Argumentation
7 - Claim
"...T;E'f ,l-"_' . InformatienElementCitation
= Argumentation relationships 4
v 7 pssertedChallenge
3743 3742 ERA T AssertedContext
Clasification of Stuation Ditarmination -
e ey and Pyt ## AscertedCounterEvidence
o nazand idant ety gazis —® AscertedEvidence
— —® AssertedInference
L4 Y Y * Choice
37434 37437 7421 37422 37441 37443
FTazaTe FTaiTIe Frem sEndae x’m:;_td - ;::'::‘" s :’::‘:: :‘“" [ Argumentation modular extensions <
h ArgumentElementCitation




Argumentation relating the safety goals with the

G010

Avoid air traffic

verification formal method s

Function complies Rir traffic is
with functional correctly detected

safety standards
G014

G013
Com munications are

Aircraft state is
secure

verified

G016

— 1
G015
State of the aircraft is

Aircraft state monitoring is o
correctly monitorized

——|
done in time

G017

Com munications WCET is less than
1ms to have time to response
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BXTestingTrustworthy h

Black box testing is
trustworthy

ArgBXTestProcess

Argument by considering
black box testing procesg

CTrustworthiness

CProcess

Process definition

Jrustworthiness definition

/ BXTestTraceability

BXTestTeam

Testing team is competent

BXTestCV BXTestInd

Experience,
authority &
training

Independence
from design
team

BXTestRqSys

Testing method addresses
safety requirements
systematically

ArgBXTestCaseGen

Argument by considering
test case generation &
execution

Testing process is traceable

v

ConfigMang

Configuration management
process is Trustworthy

h ConfigProcessArg

BXTestRqGen

Test case generation was
thorough

BXTestCaseExec

Test cases were executed on
stable platform & object code

BXTestCaseCov

Safety
requirements
coverage
assessment

Inspiring
Business

version

BXTestPlatFrm

Target platform

BXTestCodeV

Final version of
object code

BXTestAnalysis

Black box test result was

analysed

Report of

e

BXTestRecord

Black box test
result analysis,




Xabier Larrucea, PhD, PMP, MBA

IEEE Software — Special Issue

Call For Contributions:

Theme Issue on Software Engineering for the Internet of Things
http://www.computer.org/web/computingnow/swcfpl

Xabier.larrucea@tecnalia.com
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FICHA PARA LA SOUICITUD DE LA BECA DOCTORAL 2016

ORCANIZACION TECHALLA RESEARCH & IMMOVATION
V4 Division de Neagocio ICT —Ewropean Software instituts
LI ] breade Hezacio IT Competitieeness
I I I Uhicacién o= |a beca BIZKALS, Parque Tecnalagics de Bizkaia.
Pravinday'Edificda Edificio 700-Deric
Tutar Mahier Larrucea

NOSOTROS!!

DESCRIPCION DE LA BECA

Titulo: Cibersegurided y confisnze =n infraestructuras critices.

Descripoicn corta de ks Beca:

L= cibarsaguridad &5 un tama de creciente interés tarto para las administraciones poblicas coma

http://www.tecnhalia.com/ o s b e o et i {8 o) hevtagioi

linchependo SCADAS, red de s=nsores, Wirsless, =tc | Ls beca shordard los siguientes temas

mages/stories/Becas- S e bt i

= criptografiac andlisis y svaluacion de enfoques actuales ¢ propussta criptografica

Doctorado/Beca Doctor L s y ez e frssruchrs s

La ciherseguridad == uno de los parfiles profesionales mas demandados por las smpresas

ado_Tecnalia_2016- s ek mar
Ciberseguridad.pdf S

La cibarseguridad &5 un tama de creciente interés tarto para las administraciones poblicas coma
para la industria ¥ civdadancs en general. El objetios de la beca es investigar y abordar desde
diversas perspactivas la ciberssguridad =n infrazstructuras oiticas (o esenciales) heterogensss
lincluyendo SCADAS, red de sansores, Wirsless, =tc ). Ls beca shordara los siguientes temas
relacionados con la ciberseguridad:
®  idantity, privocy ond trust =n infraestructuras criticas
tecna |iaf Inspiring . :riph:gl;mﬁ’a: analisis y =valuacicn de enfoques sctuales ¢ propussts aiptografica
= foransics

= Eestion de ri=spos y @menazas en infresstructuras oritices



http://www.tecnalia.com/images/stories/Becas-Doctorado/Beca_Doctorado_Tecnalia_2016-Ciberseguridad.pdf
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